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Why traditional static analysis 
tools failed on smart contracts? 
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Introduction



Prevalence of vulnerabilities on smart contracts 

More than 80% of the exploitable 

vulnerability for smart contracts are 

machine undetectable.

Most of them are related to the 

business logic.



Example for Logic Bugs

The first depositor could get all the 

shares and manipulate the price per 

share

To detect the vuln in the example:

1. Know it is a deposit

2. Find the share calculation statement

3. Check the if branch



Solution?

Source Code Vuln Report



Challenges 1:
Limited input length

GPT 3.5/4 4K~32K token length

Real world projects are much longer



Challenges 2:
Domain Specific Knowledge

GPT or other LLMs
Built-in 

knowledge

Price Related Vulns

Access Control

 Related Vulns

Programming 

Language

 Related Vulns
Source

Code



Other Challenges

LLM may not be able to 
understand tasks that are 
too complex.

Too complex tasks

LLMs may have hallucinations 
and will not always give the 
correct answer. 

Hallucination

Lack of proper training 
data, and other challenges.

Other problems



How LLM could help detect such 
logic vulnerabilities?
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Method



AuditGPT
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Step 1
Code Summarization & Knowledge Matching

• Call graph
• Usage of state variables
• Class inheritance
• Control flow
• …

Structural Information

• Functionality of projects, 
contracts and functions

• Business model of the 
project

Semantic Information

Vulnerability 

Knowledge

Database

2. Vector Similarity

Matching

1. Embedding

Find Related Code Segments

Code-Knowledge Pairs



Step 2
Task Decomposing

Complex task
Neither handle by LLM 

or tools

Simple Tasks
Can be handled by LLM or 

static analysis tools

Decompose



Step 3
Sub-task Engine

Sub-task 1

Sub-task 2

Sub-task n

…
… Toolsets for

executing

the tasks

Dataflow Analysis Engine

Symbolic Execution Engine

AI Based Engine



How was the impact of AuditGPT 
in real world?
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Impact



Vulnerability Bounties

9 new 

vulnerabilities

32 new 

vulnerabilities

30+ 

projects

10k 

bounty per month

TOTAL TOTAL



Demo



Related Studies

AuditGPT is based on the following works:

1. GPTScan: Detecting Logic Vulnerabilities in Smart Contracts by Combining GPT 

with Program Analysis (ICSE 2024)

2. LLM4Vuln: A Unified Evaluation Framework for Decoupling and Enhancing LLMs' 

Vulnerability Reasoning (arXiv:2401.16185)

3. PropertyGPT: LLM-driven Formal Verification of Smart Contracts through 

Retrieval-Augmented Property Generation (arXiv:2405.02580)



THANKS
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